Documentation PfSense



Introduction:

* Pfsense est un systeme d'exploitation open source ayant pour but la
mise en place de routeur/pare-feu.

* Pour pouvoir installer pfsense il faut avoir une Unité Centrale qui nous
servira de routeur, il faut installer Pfsense via une clé USB bootable.



Sommaire:

* Page 4 2 12 : Installation de Pfsense
e Page 13 a 19 : Configuration Pfsense



| faut sélectionner« Boot Multi User » en cliquant sur 1, qui nous
permettra de commencer l'installation de Pfsense.

elcome to pfSens

. Boot Multi user [Enter]
. Boot Single user

. Reboot

1
2
3. Escape to loader prompt
4
S. Cons: Serial

Options:
6. Kernel: default/kernel (1 of 1)

7. Boot Options




Il faut ensuite accepter les termes d’utilisation




Cliquer sur « Install pfSense »

uelcome to pfSense!

Install pfSense
Rescue Shwel ) Launch a shell for rescue operations

Recover cont lg . x Recover config.xml

from a previous install

< 2K Ol




Cliguer sur « Proceed with Installation »

—— ”_’“‘TfTZFS’Conflguration
figure Options:

l>> 1nstolll
T Pool Type/Disks: stripe: 8 disks
— Rescan Devices *
- Disk Info -
N Pool Hame pfSense
4 Force 4K Sectors”? XES
E Encrypt DisksY? NO
P Pnrtitinn Scheme GPT (BIUS)
S Swap Size 29
M Mirror Sual y*? NO
L W Encrypt Swap? NO

- ancel>



Se

defar ; ,.:standard

m ergononic alternative
dan
(OMHERTZ, accent keys)

Danish (MacBool)
Danish (accent keys)
Dutch (accent keys)
Estonian

Finnish

French (HacBoolk /Mo Book Pro) (accent keys)
French (accent keys)

'r'l'llli'l Conadian faccent key

French Dvorak-like

je lect> <Cancel>

(Press arrows, THB or ENTER]




Sélectionner le mode Auto UFS BIOS pour faire l'installation sur le BIOS

““Partitioning
rtition your disk?

Auto (ZFS) Guided Root-on-2FS

uideq Disk Setup using BI0S boot method
Auto (UFS) UEF 1  Buided Disk Setup using UEFI boot metho
Manual Manual Disk Setup (expefts)b By
Shell Open a shell and partition by ha




Attendre que l'installation se termine

ptoense Installer

Fetching Distr

MANIFEST
base. txz

Fetching distribution files. ..
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Puis cliquer sur « Qui »

ptfSense

Installer

Manual Con

The installation is now finished.
Before exiting the installer, would

you like to open a shell in the new
system to make any final manual
modi fications?

< Yes > < o >
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Cliquer sur « Reboot »

pfoense Installer

Comp lete

Installation of pfSense
complete! Would you like
to reboot into the
installed system now?

a\)m <Shell >

12



Nous n’avons actuellement pas de Vlan, nous cliquons alors sur « n »

Prolis E228B3HS

say no here and use

the webConfigurator to configure YLANS later,

Should VLANs be set
If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

up now [ylnl?

Enter the WAN interface name or

'a' for auto-detection
(re@ rel or a): ..Configuring loopback interface.
Creating wireless clone interfaces...done.

Configuring LAGG interfaces...done.
' Configuring VLAN . .done.
Configquring QinQ . .done.
Configuring LAN interface...done.
Configuring WAN interface...done.

Configuring IPsec VTI interfaces...done.

Warning: Configuration references interfaces that do not exist:

. .done.

interfaces.
interfaces.

Network interface mismatch -- Running

interface assignment option.
Valid interfaces are:

b4:bB:24:2c:ae: 13 (down) RealTek 8168 Gigabit Ethernet

88:d7:f6:c5:64:24 (down) RealTek 816878111 B/C/CP/D/DP/E/F/G PCle Gigab
Do VLANs need to be set up first?

If VLANs will not be used, or only for optional interfaces, it is typical to
say no here and use the webConfigurator to configure VLANs later,

Should VLANs be set up now [ylnl? njj

if required.



On passe maintenant a la configuration du WAN, ici nous avons décider
de le nommer « re0 »

Enter the WARN

intertace name Q
(re@ rel

or a): ..Configuring loopback interface.
Creating wireless clone interfaces...done.
Configuring LAGG interfaces. . .done.

Configuring VLAN interfaces. . .done.

Configuring QinQ interfaces. . .done.
Configuring LAN interface. . .done.
Configuring WAN interface. . .done.
 Configuring IPsec VTI interfaces.
Warning: Configura

. .done.

. .done.
tion references interfaces that do r

NHetwork int

erface mismatch -- Running interface assignm
Valid interfaces are:

re8 b4:bB:24:2c:ae: 13 (down) Real
rel

Tek 8168 Gigabit Et
88:d7:f6:c5:64:24 (down) Real

hernet
Tek 8168/8111 B/C/C

P/D/
Do VLANs need to be set up

first?
If VLANs will not be used.

or only for optional interfaces.
say no here and use the we

it is typical t
bConfigurator to configure VLANs later, if requir
Should VLANs be set up now (ylnl? n

i1f the names of the interface
be used instead. To use auto-

s are not known, auto-detection can
interfaces before pressing

detection, please disconnect all
‘a’ to begin the process.

Enter the WAN interface name Or ‘a’ for auto-detection
(red@ rel or a): redj



Conf igu ing

LRG0 inter faces ., .  OONE.
canfigurﬁngtnjﬂtintﬂrfacea,,,aone,
Conf igw ing

04l snterfasces. . OO,
Configuring LAk snterface. . OO,
Conf g ing

vﬁbtintsrfacf,,,danﬂ,
Conf iguring

iPsec YT1 interfaces. .
Asrelng: Conf iguration references

| oo irterface mi smatch

, BOnNE 4
frterfaces that 00

- Rurning interfece 5856
yslid irterfaces ore:

red b4:60:24:2¢ 3 (down) Res)Tek 8166 Gigabit Ef
rel 66.07:16:€9 4 (down) Res)Tek #166/8111 B/C/E
Oo YLAks need 1O

1f ULiks will ot be
say no here

it is fcsl to
YLANS required.
Should YLAMs be set up
11 ihe names of Known
be used instesd. suto-detection, ple
frterfaces before pressing ‘s’ to begin the process.
the UM irterface Name or ‘a’ for suto~-detection
(reP retl or &): r
Erter the LAW friterface
HOTE: this ef

name or
ables full Firewall

‘g’ for asuto-detection
(rei & or noth

§ g/ MAT mode .
irng 41 finished): re




Nous confirmons l'installation en saisissant « y »

olits EX

etwork interface mismatch -- Running
Valid interfaces are:

red bd:bB:24:2c:ae: 13 (down) RealTek 8168 Gigabit
rel

88:d7:f6:c5:64:24 (down) RealTek 8168/8111 B/C/

Do VLANs need to be set up first?
{1f VLANsS will not be used, or only for optional intert
|say no here and use the webConfigurator to configure:

Should YLANs be set up now [yinl?

1f the names of the interfaces are not known, auto-do“;
be used instead. To use auto-detection, please disconnect
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name oOr ‘'a’ for auto-detection
(red rel or a): reb

Enter the LAN interface name oOr ‘a’ for auto-detection
NOTE: this enables full Firewalling/NAT mode.

(rel a or nothing if finished): rel

The interfaces will be assigned as follows:

WAN => re®d
LAN => rel

Do you want to proceed [yInl? vl

interface assignment opt
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\ . \ .
ous passons maintenant a la configuration du nom de I'hote

Confiquring firewall
Generating RRD graphs...
Starting syslog. . .done.
Starting CRON... done.

pfSense 2 .5.2-RELEASE amd64 Fri

Jul 92 15:33:00 EDT 2821
Bootup complete

FreeBSD/amdb4 (pfSense.home.arpa) (ttyvd)

. pfSense - Serial: 178581335001401 - Netgate Devic

wn% Welcome to pfSense 2. 5. &

e ID: 3e443264

-RELERSE (amd64) on pfSense **%*

WAN (wan) -> re@

LAN (lan) -> rel -> v4: 192.168.1.1/24

@) Logout (SSH only)

9) pflop
1) Assign Interfaces

18) Filter Logs
2) Set interface(s) IP address 11) Restart figurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console
5) Reboot system

14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host Restart PHP-FPM
8) Shell

Enter an option: 7




| faut ensuite se connecter a l'interface de Pfsense via I'adresse ip du

Login to pfSense

SIGN IN

root

ey

SIGN IN

192.168.1.1

i ’ = B - = 15556
88 O Taperici pour rechercher = H m @ *9 o . L Qj o D ") E{; S o e 04/05/2022 8




Nous sommes maintenant sur l'interface du Pfsense, la documentation sur le
Pfsense est maintenant terminer

pve - Pray Virtual Environm X LMED.home.arpa - Status: Dash X +
= C Q 192.168.1.1
System Information 00 Netgate Services And Support (Y x]
Name LMED.home.arpa
Contracttype  Community Support
User admin@192.168.2.55 (Local Database) Community Support Only
System pfSense
Netgate Device ID: aaf259f2298f37100706 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Vendor: Dell Inc.
Version: AOS

If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
Version 2.5.2-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Fri Jul 02 15:33:00 EDT 2021 the NETGATE RESOURCE LIBRARY.
FreeBSD 12.2-STABLE

Release Date: Fri Mar 31 2006

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Support subscription. We're always on! Our team is staffed 24x7x365 and committed
to delivering enterprise-class, worldwide support at a price point that is more than
competitive when compared to others in our space.

Version 2.6.0 is available. &%
Version information updated at Thu May 5 13:23:11 UTC 2022
~

L
) + Upgrade Your Support « Community Support Resources
CPU Type Intel(R) Pentium(R) 4 CPU 3.00GHz
2 CPUs: 1 package(s) x 1 core(s) x 2 hardware threads + Netgate Global Support FAQ « Official pfSense Training by Netgate

AES-NI CPU Crypto: No

QAT Crypto: N « Netgate Professional Services Visit Netgate.com
rypto: No

Hardware crypto

If you decide to purchase a Netgate Global TAC Support subscription, you

MUST have your Netgate Device ID (NDI) from your firewall in order to

MDS Mitigation Inactive validate support for this unit. Write down your NDI and store it in a safe place.
You can purchase TAC support here.

Kernel PTI Enabled

Uptime 41 Days 03 Hours 21 Minutes 35 Seconds
Current date/time  Thu May 5 13:50:46 UTC 2022 <
ONS server(s) 127001
* 192.168.10.254 a2 WAN 4 100baseTX <full-duplex> 192.168.110.165
Last config Fri Apr 29 14:50:14 UTC 2022 L I ank ol g9 120 ~

15:50 E
05/05/2022 1
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